RIGHTS 0917
(No.20 September 2006)

. CAL FIRE reserves the right to block IT resource communications and access.

. Unions may conduct business over CAL FIRE IT resources per individual MOU
agreements with each bargaining unit.

. CAL FIRE reserves the right to limit access to users.

. CAL FIRE may limit or terminate access to IT resources at any time.

. CAL FIRE does not support, and is not responsible for damages associated with
anyone attaching to the CAL FIRE network with personal equipment.

. CAL FIRE reserves the right to monitor all users of IT resources. Users do not
enjoy privacy while using CAL FIRE IT resources

. CAL FIRE reserves the right to examine all IT resources not protected under the

California Public Records Act.

REPORTING VIOLATIONS 0917.1
(No.20 September 2006)

Allegations of conduct that are believed to violate this Acceptable Use Policy should be
reported in writing to the CAL FIRE Information Security Officer in the CAL FIRE
Program Accountability Unit. The individual filing the report shall not discuss with or
provide copies of the allegations to others.

LIMITATION OF LIABILITY 0917.2
(No.20 September 2006)

For purposes of dealing with outside entities and partners, CAL FIRE makes no
guarantee that the functions or services provided by or through IT resources will be
error free or without defect. Users are advised that loss of data or interruptions of
service may occur. CAL FIRE is not responsible for the accuracy or quality of the
information obtained through or stored on IT resources. By using CAL FIRE IT
resources, users indicate agreement that they will not hold CAL FIRE responsible for
any loss or damage suffered as a result of using IT resources including, but not limited
to, loss of data, interruptions of service, and financial obligations arising through the
unauthorized use of the system.

CAL FIRE reserves the right to withdraw the availability or upgrade any IT resource
without notice and without penalty regardless of the terms of any agreement concerning
use of the IT resources.
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